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Problem title 
CareXchange: secure private data sharing for health teams 
 
What is the problem you want to solve?  
Current systems in healthcare are too fragmented to offer clinicians a method of quick and easy 
communication for sharing/discussing clinical cases and handover. 
Busy health professionals need a cost and time efficient, user-friendly communication tool for 
sharing notes, images, videos and audios while maintaining security and privacy requirements for 
patient data. 
 
Why do you want to solve this problem? 
Healthcare communication is stuck in the 1980s. Despite all the advances in technology, healthcare 
continues to rely on fax machines, internal mail and pager. Unofficial use of smartphone apps to share 
diagnoses is "rampant" in hospitals. Current modes of communication are simply inefficient, insecure 
and fragmented. 
 
What do you envision as the ideal solution for this problem? 
Messaging app that lets Medical Teams exchange confidential patient information and photos using 
their smartphones. 
 
What sort of Open Source solution do you think can be created in 48 hours, by a small team of 
developers, designers and data analysts? 
A mobile app similar to WhatsApp fine-tuned for needs of healthcare teams. Towards creating a 
solution we will be bringing to HealthHack: (de-identified) data that doctors currently exchange such as   
emails, txt messages and images; information that might be used in a messaging app to find, connect 
and communicate with doctors; domain experts (doctors) to provide input on how they might want to 
connect and communicate. 
 
Ideas for functionality: 
-Find and connect to medical teams 
-Individual Messaging 
-Group/Team Messaging 
-Seek advice on patient care 
-Share handover information 
-Send Referrals 
 
Privacy/Security requirements: 
-Segregate healthcare texting from personal texting 
-Require special authorization and authentication for accessing messages 
-Encrypt message data in network and in transit 
-Encrypt data on mobile devices 
-Remove PHI from screen notifications 
-Fully archive message histories 
-Fully integrate auditing capabilities 
-Enable secure photo sharing 
-Prevent copying or leaking of PHI 



-Instantly lockout and erase data if devices are stolen 
-Data Hosted in Australia 
 
What are the current solutions for handling this problem? 
Currently teams use combination of Email, SMS, patient management systems and paper notes. This is 
very inefficient and not compliant with security and privacy laws. 
 
PROBLEM 
 
Despite all the advances in technology, healthcare continues to rely on paper, fax machine, internal mail 
and pager. These current modes of communication are simply inefficient, insecure, fragmented and do 
not offer clinicians a method of quick and easy communication for sharing/discussing clinical cases and 
handover information. 
 
To overcome this, medical professionals are using personal mobile devices to support their work, 
potentially compromising patient privacy and security. 
 
   SOLUTION 
 
Busy health professionals need a cost and time efficient, user-friendly communication tool for sharing 
notes, images, videos and audios while maintaining security and privacy requirements for patient data. 
 
This could be in the form of a messaging app, that lets medical teams exchange confidential patient 
information and photos using their smartphones. 
 
   CURRENT SOLUTION 
 
Medical teams currently use messaging app like WhatsApp to connect and exchange care information. 
Many still rely on paper, email and text messages, all potentially compromising patient privacy and 
security. 
 


